CASE STUDY
Ethernet For Healthcare

Regional Health System Uses FirstLight Ethernet to

O FirstLight

In partnership with

ciecna

Connect with Rural Facilities Across Vermont and Share

Data Across the Region

CHALLENGE

EXECUTIVE SUMMARY

This regional health system is dedicated to improving the lives of its
patients by delivering high-quality, cost-effective healthcare services to its
patients. The multi-hospital health system stretches across Vermont and
parts of New York, anchored by its large academic medical center. The
health system is in a continuous state of expansion, adding new facilities
and establishing partnerships with additional hospitals in

the region.

With growth, the health system experienced latency and quality issues
with its network connection, making it difficult to get all the patient

data needed from one facility to another. Poor connectivity and network
failures are untenable in healthcare where both providers and patients

rely on the network for critical, life-saving systems and applications.

Another challenge the health system faced was finding a reliable, secure,
HIPAA-compliant solution to house its rapidly growing pool of patient
data. In a highly regulated environment that is also a primary target for

cyberattacks, the wrong connectivity solution could be disastrous.

In addition to improving network performance and security within its own
facilities, the health system also wanted to connect with other hospitals
to improve healthcare services throughout the region. Creating connec-
tions between health systems has traditionally been a challenge due to

the complexity of healthcare IT systems and sensitivity of patient data.

SOLUTION

The health system’s evolution over more than a decade brought many

unique challenges. Early in its expansion, the health system knew it

needed a partner with proven expertise in establishing reliable and secure

network connectivity and engaged FirstLight to help bring on smaller

hospitals in rural parts of the region.

INDUSTRY: HEALTHCARE

CHALLENGE:

The health system experienced latency and quality issues
as it connected new facilities.

The health system needed a reliable and secure data
center solution, with connectivity to all its facilities.

The health system wanted to establish connections with
hospitals outside of its system.

SOLUTION:

FirstLight set the health system up with a private,
dedicated Ethernet connection between all its facilities.

FirstLight helped the health system establish two
separate data centers with dedicated Ethernet
connections to all facilities.

RESULTS:

FirstLight provided wavelength services of up to 100
Gbps to rapidly share data with outside hospitals.

Ethernet connectivity ensured critical patient
information could be sent between the health

system’s facilities.

With new data centers and dedicated Ethernet,
data is flowing more freely, efficiently and securely
than before.

FirstLight wavelength services helped the health
system establish partnerships with outside hospitals to
share data.

For more information, call 1-800-461-4863 or visit FirstLight.net



To connect the main academic medical center to the new rural facilities
and facilitate the sharing of critical patient data efficiently and reliably,
FirstLight engineers implemented a private, dedicated Ethernet

connection between all facilities.

A few years later, the health system again turned to FirstLight to support
its data center needs. FirstLight provided guidance on where to locate
data centers, how many were needed, how to ensure connectivity for all
its facilities and how to make sure data was properly backed up. After
careful planning, FirstLight helped the health system establish redundant

data centers with replication of large volumes of data between them.

To create high-performance connectivity, FirstLight set up another low
latency, dedicated Ethernet connection between health system facilities
and the new data center locations. The connection also provided security,

ensuring proper data backup and failover routing in case of an issue.

FirstLight also helped the health system with its mission to improve health-
care services across the region through data sharing. FirstLight provided
wavelength services of up to 100 Gbps to rapidly share data with outside

hospitals, even in neighboring states.

RESULTS

A Performance-Grade Ethernet connection ensures that critical patient
information can be sent between the health system’s main hospital and
rural facilities making it immediately available and actionable to healthcare

providers through the electronic health record (EHR) system. For example,

WHY HEALTHCARE ORGANIZATIONS
TRUST FIRSTLIGHT ETHERNET

As patient care continues to evolve, bandwidth needs are
rapidly increasing to ensure access to patient data when and
where it is needed. Healthcare organizations need central-
ized patient data and the ability to distribute it to providers
at the point of care to increase collaboration and improve
health outcomes.

FirstLight's Performance-Grade Ethernet is more resilient
than standard Ethernet, built robust enough to support
organizations that rely on network services and connectivity
to deliver reliable care to their patients. As such, healthcare
organizations trust that FirstLight's Ethernet will connect
them with critical patient data and keep their life-saving
systems up and running.

It offers the security and redundancy to connect healthcare
providers with the patient data they need when they need

it. Performance-grade Ethernet provides the foundation to
optimize connectivity and enable healthcare organizations to
implement new technologies like SD-WAN to operate at the
highest level and improve patient care.

Because FirstLight owns the underlying fiber for the network,
it has the flexibility to build to healthcare organizations’
specific requirements and needs rather than trying to fit
existing routes. FirstLight doesn't have to call someone else
in the event of a service issue — they fix it themselves because
they own all 25,000+ miles of the network.

when transferring a patient from a rural facility to the main hospital for urgent specialty care, an x-ray can now be sent and exam-

ined to expedite care before the patient even arrives.

With FirstLight's help establishing its data centers, the health system now houses data in multiple locations that can be accessed

by affiliated facilities across the region. Data flows more freely, efficiently and securely than before.

FirstLight's Wavelength Services helped the health system usher in a new era of data sharing in the region. This health system has
taken a leadership role among a group of five major hospitals committed to sharing data whenever possible to create a better

healthcare experience for patients and establish a new standard for patient care.

ABOUT FIRSTLIGHT

FirstLight, headquartered in Albany, New York, provides fiber-optic data, Internet, data center, cloud, unified communications, and managed services to enterprise
and carrier customers throughout the Northeast and mid-Atlantic connecting more than 13,000 locations in service with more than 125,000 locations serviceable
by our more than 25,000-route mile network. FirstLight offers a robust suite of advanced telecommunications products featuring a comprehensive portfolio of
high bandwidth connectivity solutions including Ethernet, wavelength and dark fiber services as well as dedicated Internet access solutions, data center, cloud and
voice services. FirstLight's clientele includes national cellular providers and wireline carriers and many leading enterprises, spanning high tech manufacturing and
research, hospitals and healthcare, banking and financial, secondary education, colleges and universities, and local and state governments.

To learn more about FirstLight, visit www.firstlight.net, or follow the company on Twitter, LinkedIn and Instagram.
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